 APPENDIX DD
[bookmark: _GoBack]NON-DISCLOSURE/CONFIDENTIALITY AGREEMENT

1. Definitions:

a) Agreement.  This Non-Disclosure Agreement.

b) Commonwealth.  The Commonwealth of Pennsylvania and the Commonwealth entity under which the Engagement is issued and/or operated.  

c) Engagement.  The procurement under which the Signatory is solicited, and the subsequent Contract or Purchase Order resulting from that procurement under which the Signatory provides supplies and/or services, and the Signatory’s ongoing work thereunder.  Specifically, the procurement is Pennsylvania Justice Network (JNET) Staffing and Services Delivery, RFP #6100041751.

d) Information.  Information is:

i. All information about Commonwealth physical and cyber security (including but not limited to security-related plans, architecture, facilities, processes, personnel, services, hardware and software), which is learned or transmitted in the Engagement;  
ii. Information marked as Confidential, including but not limited to Appendix U, JNET Active Project List;
iii. Information whose confidential nature has been made known by the Commonwealth to the Signatory; and
iv. Information that due to its character and nature, a reasonable person under like circumstances would treat as confidential.

Information may be communicated in any form, including but not limited to:  written, verbally, in machine readable form, visually via inspections, etc.  

e) Signatory.  The entity signing, and certifying and agreeing to the content of, the instant Agreement, as follows: 
Entity Name:
Type of Business Organization:
Business Address:
Phone/Fax:
E-mail address:

2. Permitted Purposes.  Signatory shall receive Information pertaining to the Engagement for the sole purpose of responding to an Engagement solicitation or procurement request AND/OR providing service under or regarding the Engagement.

3. Confidentiality Obligations.  Disclosure of Information by the Commonwealth is in strictest confidence and thus Signatory understands that he/she will:

a) Not disclose the Information to any other person or entity except for permitted purposes (consistent with Item #2, above) to persons similarly bound to confidentiality restrictions and with a need to know, in accordance with the Engagement.  Persons who may receive the Information include Commonwealth employees authorized to have information under the Engagement, employees of third parties bound to the Commonwealth by a similarly restrictive agreement who have a business need (related to the Engagement) to access the information, and third parties who have signed this or a similarly restrictive agreement with the Commonwealth and who have a business need (related to the Engagement) to access the information.

b) Use at least the same degree of care to maintain the Information secret as the Signatory uses in maintaining as secret his/her own confidential/proprietary information, but always at least a reasonable degree of care;

c) Within fifteen (15) days following request of the Commonwealth, return to the Commonwealth all documentation, copies, notes, diagrams, computer memory media and other materials containing any portion of the Information, or confirm to the Commonwealth, in writing, the destruction of such  materials; and

4. Ownership. The Information shall remain the sole property of the Commonwealth or the originating entity.  Signatory understands that the Commonwealth may be the licensee but not be the owner of the intellectual property rights in all of the Information that it provides to or which is available to Signatory.

5. Remedies.  In the event of a breach or threatened breach or intended breach of this Agreement by Signatory, the Commonwealth, in addition to any other rights and remedies available to it at law, shall be entitled to apply for equitable relief, including injunction and specific performance, and attorneys fees.

6. Governing Law. The validity, construction, and performance of this Agreement are governed by the laws of the state of Pennsylvania.

7. Assignment or Transfer.  The rights and obligations of the Signatory under this Statement may not be sold, assigned or otherwise transferred.

8. Binding Effect.  This Agreement is binding upon the Signatory, and is effective as of the date of execution by the Signatory.  The Signatory certifies that the signatures on this Agreement are adequate to bind the Signatory.  Signatory’s obligations of confidentiality and promises regarding treatment of the Information shall survive the Engagement or any termination of this Agreement. 

The Signatory shall ensure that its employees, agents, contractors and subcontractors shall access the Information only as necessary for Signatory business purposes, and that all employees, agents, contractors and subcontractors are bound by provisions substantially the same, and equally stringent, as those herein.

9. General.  Signatory agrees that if any provision of this Agreement is held to be invalid, void or unenforceable, then the other provisions of this Agreement shall not be affected, and shall be construed to as closely as possible preserve the intent of the Agreement.  
Signature and Certification

I have read and understand the certifications and requirements set out in this Agreement.  I hereby verify that the statements made herein are true and correct to the best of my knowledge, information and belief. I understand that false statements made herein are subject to the penalties of 18 Pa.C.S. § 4904 relating to unsworn falsification to authorities, and I am making this statement under penalty of perjury.  I further understand that if I fail to meet the obligations herein the Commonwealth may take other actions against me including but not limited to referral to criminal justice authorities, and/or suspension or debarment under 62 Pa.C.S. §531.

													
Signature (Must be an original ink signature)					Date

____________________________________
Printed Name of Signatory
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